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TEXHUYECKUE XAPAKTEPUCTUKM

MOBWJ/IbHAA CBA3b
Mo6unbHbIN MOAYb 4G (LTE) - Cat 4 go 150 M6wuT/c, 3G - go 42 MéuT/c, 2G - Ao 236,8 K6UT/C

2 SIM-KapThl, Cly4dan aBTOMaTMYECKOro NepektoUeHNs: CNabblil CUrHan, orpaHnyeHme JaHHblX, orpaHuyeHve SMS,

n kntoveHne SIM-kapT o
epektosenne S ap POYMUHT, HET ceTu, ceTb 3anpeLleHa, Cooli NoAKIYeHNs K AaHHbIM, 3awmTa SIM-kapTbl B peXunme oXuaaHns

YpoBeHb curHana (RSSI), SINR, RSRP, RSRQ, EC/I0, RSCP, KonnuecTBo oTnpasneHHbIX / MosyyYeHHbIX 6aliT, CBizaHHas noaoca,

Craryc IMSI, ICCID

SMS CraTyc SMS, koHdUrypaums SMS, oTnpaka / YTeHne SMS yepes @TTP POST / GET, anekTpoHHas nouta Ha SMS, SMS Ha
3N1eKTPOHHY0 NnoyTy, SMS Ha HTTP, SMS Ha SMS, aBTomaTunyeckunii oteeT Ha SMS, SMPP

YepHbIii/Benblii cnvcok YepHbI / 6enblii Cnncok onepatopos

YnpasneHve g1anasoHoM BnokvpoBka AvanasoHa, oTobpaxeHue cTaTyca UCMob3yeMoro AnanasoHa

APN AsTto APN

Pexum "mocta" Mpsimoe coeAnHeHMe (MOCT) Mexay MOBUABbHBLIM YCTPOCTBOM U VIHTEepHeT-NpoBaigepom MNo NoKanbHOM ceTu

Passthrough MapLupyTr3aTop HazHa4vaeT cBOV Mo6UAbHbIN IP-agpec WAN Apyromy ycTpolCTBY B IOKaNIbHOW CeTn

Heckonbko PDN (onynoHansHo)  Bo3MOXHOCTbL MCMONb30BaTb pasHble PDN /15t MHOXECTBEHHOIO J0CTyna K CETU U YCAyr (He40CTyNHO B CTaHAAPTHOM FW)

BECNPOBOAHAA CETb

BecnpoBoaHO pexunm IEEE 802.11b/g/n, Touka goctyna (AP), CTaHums (STA)

BezonacHocTb WiFi WPA2-Enterprise - pexxumbl PEAP, WPA2-PSK, WEP, WPA-EAP, WPA-PSK; AES-CCMP, TKIP, Auto Cipher, pa3geneHvie knnmeHToB
SSID Pexum ckpbiToro gocryna SSID 1 KOHTpoOsb gocTyrna Ha ocHose MAC-agpeca

Monb3osatenun Wi-Fi [0 100 0fHOBPEMEHHbIX MOAKNHOYUEHWIA

BecnposoaHas Touka goctyna  MopTan Captive (Hotspot), BHyTpeHHWi1 / BHellHWiA cepep Radius, BCTpOeHHas HacTpanBaeMas CTPaHMLa NMOAKIYeHs

CETb

MapuLpyTtusaums Cratnueckas MapLupyTm3aums, AnHaMmmyeckas mapLupytmsaums (BGP, OSPF v2, RIP v1/v2)

C TCP, UDP, IPv4, IPv6, ICMP, NTP, DNS, HTTP, HTTPS, FTP, SMTP, SSL v3, TLS, ARP, VRRP, PPP, PPPoE, UPNP, SSH, DHCP, Telnet,
E€TEBbIE MPOTOKOLI SMPP, MQTT, Wake On Lan (WOL)

MoazepsKKa CKBO3HOM

nepeaaun VolP H.323 1 nomowHmKkn NAT npoTtokona SIP-alg, obecneunsatoLLe NpaBuIbHYO MapLUpyTU3aLmio naketos VolP

MOHWTOPUHT NOAKNOHEHNS Ping Reboot, Wget reboot, Periodic Reboot, LCP 1 ICMP anst npoBepku kaHana
BpaHamaysp Mepeaapecalyus MOpPTOB, NpaBwaa Tpaduka, MoNb30BaTeIbCKVE MPaBKaa
DHCP CraTu4yeckoe 1 AnHammn4eckoe pacnpegeneHve IP-agpecos, DHCP Relay, Relayd

QoS / smart Queue OpraHusauus oyepegel ¢ npruoputTeToM Tpadurka No NCTOUHKKY / MofyyaTento, ycayre, npotokony uam nopty, WMM, 802.11e

Management (SQM)

DDNS MoaaepxnsaeTtca> 25 NOCTaBLUMKOB YCYr, OCTajlbHble MOXHO HAaCTPOUTL BPYUHYHO

CeTeBoe pe3epBHoOe BapwuaHTel VRRP, Mobile, Wired 1 WiFi WAN, Kax /bl 13 KOTOPbIX MOXET UCNO/b30BaTbCA B Ka4eCTBe Pe3epBHOro, C
KonvpoBaHue 1CNONb30BaHEM aBTOMATNYeCKOro aBapuiiHoro nepexkitoYeHns

BanaHcrpoBka Harpyskun BanaHc nHTepHeT-Tpaduka no Heckonbknum WAN-coegnHeHnam

SSHFS (onuunoHansHo) B0O3MOXHOCTb MOHTVPOBaHNA YAaneHHON $paitnoBoli cucTeMbl MO MPOTOKONY SSH (HEAOCTYNHO B CTaHAAPTHOW NpoLUMBKe)
BE3OMNACHOCTb

AyTeHTUdMKaLUA 06wt koY, undposble cepTudrKaTbl, cepTrdukaTtel X.509

BpaHamaysp MpeABapUTEeNbHO HACTPOEHHbIe NpaBuia 6paHAMayspa MOryT 6bITb BKIOUEHb! Yepes Beb-nHTepdeiic, HeorpaHnyeHHas

HacTpoiika bpaHaMayapa Yepes nHTepdelic KomaHAHol cTpoku; DMZ; NAT; NAT-T

MpeaoTBpatlleHune DDOS (3awwmTa SYN-dnyaa, npegotepalleHvie atak SSH, npegotepatyeHuvie atak HTTP / HTTPS),

MNpeAoTBpaLleHye aTak npegotepaLlleHne ckaHnposaHuns noptos (SYN-FIN, SYN-RST, X-mas, ¢narn NULL, ataku ckaHuposaHus FIN)

VLAN PazgeneHune VLAN Ha ocHOBe Teros

YnpasneHve MOb6UNbHbIMN
Monb3oBaTenbckne IMMUTBI JaHHbIX Ans 06erx SIM-kapT

KBOTaMU
WEB-$nnbTp (nnaHmpyercs) YepHbI cnncok ANns 6G10KUPOBKM HexenaTeNlbHbIX CaliToB, Benblli CnCcoK AN yKasaHWs TOIbKO pa3peLleHHbIX CainToB
KoHTponk goctyna TnéKnii KOHTponb gocTyna naketos TCP, UDP, ICMP, ¢punbTp MAC-agpecos
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ETHERNET

WAN 1 nopT WAN (MO>eT 6bITb HaCcTPOeH ANst nokanbHol ceTn) 10/100 M6uT/c, cooTBeTCTBYeT cTaHAapTam |IEEE 802.3, IEEE 802.3u,
nogaepxwvsaeT asTomaTtundeckni MDI / MDIX

LAN 3 nopta LAN, 10/100 M6uT/c, cOOTBeTCTBYIOT CTaHAapTam |IEEE 802.3, IEEE 802.3u, noaaepxvBatoT aBTOMaTUYeCKMNin
MDI / MDIX

VPN

OpenVPN HeckonbKo KNMeHToB 1 cepsep MOryT paboTaTb O4HOBPEeMeHHO, 12 MeToA0B WndpoBaHNs

LLinpposaHme OpenVPN

DES-CBC, RC2-CBC, DES-EDE-CBC, DES-EDE3-CBC, DESX-CBC, BF-CBC, RC2-40-CBC, CAST5-CBC, RC2-64-CBC, AES-128-CBC,
AES-192-CBC, AES-256-CBC

IKEV1, IKEV2, noaaepxunsaeT 4o 4 TyHHenel (3k3emnnsapos) VPN IPsec ¢ 5 meTogamu windposaHus (DES, 3DES, AES128, AES192,

IPsec AES256)

GRE GRE TyHHENb

PPTP, L2TP KnveHt/cepBep MoryT pabotaTtb 0f4HOBpPEMEHHO

Stunnel Mpokcun-cepsep, NpeAHasHaueHHbI 419 406aBNeHNA GYHKLMOHANBHOCTY LWPpoBaHMS TLS K CyLLLeCTBYHOLLMM KNNEHTaM 1
cepBepam 6e3 Kakux-nmbo N3MeHEeHW B KoAe Nporpammbl

DMVPN MeToz nocTpoeHunst Maclutabupyemsix IPsec VPN

SSTP MNoasepxka ak3emnaapa knveHTa SSTP

ZeroTier Moasepxka knveHTos ZeroTier VPN

WireGuard Moaaepka knveHToB 1 cepsepos WireGuard VPN

MODBUS TCP SLAVE

PuabTpaums ID

OTBeTUTb Ha OAWH UAeHTUMKATOP B AnanasoHe [1; 255] nnu ntoboii gpyroi

PaspeLunTb yaaneHHbIn 4ocTyn

Pa3spewwnts goctyn uepes WAN

HacTpaviBaemble perncrpbl

MODBUS TCP MASTER

Bnok HacTpamBaeMbix pernctpoB Modbus TCP, KoTopbIi NO3BOASET YNTaTh / 3anncbiBaTb $alin BHYTPY MapLupyTusaTopa 1
MOXET NCMONb30BaTbCa ANS paclumpeHns GYHKLMOHAaNbHbIX BO3MOXHOCTeN BegomMoro yctporictea Modbus TCP

MoaaepxuBaemMble GyHKLUN

01,02, 03, 04, 05, 06, 15, 16

MoaaepxvBaeMble GopmMaThl
AaHHbIX

8 6uT: INT, UINT; 16 6uT: INT, UINT (CHayana ctapLumii uav maaawmnii 6ut); 32 6uta: ¢ nnasatowein 3anstoid, INT, UINT
(ABCD (npsimoii nopsigok 6aiitos), DCBA (06paTHebIii nopsigok 6alitos), CDAB, BADC)

MODBUS RTU MASTER (RS232)

nOAAep)KI/IBaeMbIe CcKopocTn
nepejavn

OT 300 go 115200

MNoajepxvBaemble GyHKLMM

01,02, 03, 04, 05, 06, 15, 16

KonnuyectBo 61MTOB AlaHHbIX Or5808

KonnyectBo cTONoBbIX 6UTOB Twan2

YéTHOCTb HeT, YeTHbI, HeueTHbIN
MoTok Hert, RTS/CTS, Xon/Xoff
Jynnekc MonHbIV gynnekc

MODBUS RTU MASTER (RS485)

nOAAep)KI/IBaeMbIe cKopocTn
nepejavn

Ot 300 go 115200

MoaaepxuvBaemMble GyHKLUN

01,02, 03, 04, 05, 06, 15, 16

Konnyectso 61ToB AaHHbIX

8

KonnyectBo cTonoBbIX 6UTOB

1

YéTHOCTb HeT, YeTHbIl, HeYeTHbIN
MoTok HeT, Xon/Xoff
[Jynnekc Monyaynnekc

ABTOpcKkMe npaBa © 2022, TELTONIKA NETWORKS. TexHun4eckme xapakTepuctvkvi U MHGopMaLus, NpuBeAeHHbIe B 3TOM JOKyMeHTe, MOryT 6biTe n3mMeHeHbl TELTONIKA NETWORKS 6e3 npegsapviTensHoro ysegomnenus. 4
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AAHHbIE HA CEPBEP

TEXHUYECKAS CNELUOUKALAA // RUTI55

MpoTokon HTTP(S), MQTT, Azure MQTT
MQTT LLUHO3
Lnto3 Mo3BonsieT oTNPaBATbL KOMaHAbI 1 NoayyaTb AaHHble oT Modbus Master yepes MQTT

MOHWTOPUHI 1 YNPABNEHWE

HTTP / HTTPS, cTaTtyc, KoHpurypaums, obHosneHne FW, CLI, ycTpaHeHWe Henonaaok, XXypHan cobbITUiA, CUCTEMHBIA XypHan,

WEB Ul
XypHan sapa

FOTA O6HOB/IEHVIE MPOLUVBKM C CepBEPA, aBTOMATUYECKOE YBEAOMIEHVE

SSH SSH (v1, v2)

SMS Cratyc SMS, KoHdurypaums SMS, oTnpaska / uteHvie SMS uepes HTTP POST / GET

BLi30B Mepesarpyska, CTatyc, BkntoueHne/sbikntoueHne WiFi, BkntoueHne/BbikntoveHe MobUbHbIX AaHHbIX, BknoueHne/
BbIK/IOYEH e BbIXOAA, OTBET/0T60I € TaliMepom

TR-069 OpenACS, EasyCwmp, ACSLite, tGem, LibreACS, GenieACS, FreeACS, LibCWMP, Friendly tech, AVSystem

MQTT MQTT Broker, MQTT publisher

SNMP SNMP (v1, v2, v3), SNMP trap

JSON-RPC APl ynpasneHvie yepe3 HTTP / HTTPS

MODBUS CoctosiHue / ynpasneHvie Modbus TCP

RMS Cucrema yaanéHHoro ynpasneHusi (RMS) Teltonika

NNATPOPMBI loT

Clouds of things

[Mo3BonsieT oTC/IeXnBaTh: AaHHbIe yCTpOIZCTBa, MO6WbHbIE AaHHbIE, VIH¢OpMaL|,I/IIO O CceTn, AOCTYMNHOCTb

ThingWorx

MosBonseT otcnexmsatb: TN WAN, IP-agpec WAN, 1mMst onepaTtopa MO6UIbHON CBA3W, MOLLHOCTb MOBUABHOIO CUrHana, Tun
MOB6UABHOW ceTn

Cumulocity

[o3BONSET OTCNEXMBATL: MOJE/Nb YCTPOICTBa, BEPCUIO U CEPUAHBIV HOMEP, AeHTUdUKATOP MObUAbHOW aYeliku, ICCID, IMEI,
TN NOAKNOYEHNS, ONepaTopa, MOLWHOCTb cnrHana, Tmn WAN un IP-agpec

Azure loT Hub

MoxeT oTnpaBnsATh IP-agpec ycTpolicTBa, KONMYECTBO OTNPaBAeHHbIX / MONyYeHHbIX 6aliTOB, COCTOSHNE MOBUIBHOrO
NOAKYEHMS, COCTOsAHME ceTeBoro coegnHeHust, IMEL, ICCID, mogenb, Npon3BoOANTENb, CEPUAHBIN HOMep, Bepcuto, IMSI,
cocrosiHue SIM-kapThbl, coctosiHne PIN-koaa, curHan GSM, WCDMA RSCP, WCDMA EC/ 1O, LTE RSRP, LTE SINR, LTE RSRQ, CELL
ID, onepaTop, HoOMep onepaTopa, TN NOAK/IYeHVs, TemnepaTypa, konnyectso MNH-koa0B Ans cepsepa Azure [oT Hub

CNCTEMHBIE XAPAKTEPUCTUKWA

uny

Atheros Wasp, MIPS 74Kc, 550 MI'y,

OnepaTMBHaﬂ namMaTb

128 M6, DDR2

dnew-namMaTb

16 M6, SPI Flash

MPOLUNBKA / KOH®UTYPALNA

O6HOBUTL NPOLLNBKY 13 daiina, MPOBepUTL NPOLLNBKY Ha cepBepe, MPoduaN KOHGUIypaLy, pe3epBHYHD KOMU0

WEB Ul

KOH$Urypaumm
FOTA O6HOB/IEHVIE NPOLLMBKM / KOHGUrypaLwmm ¢ cepeepa
RMS

O6HOBUTL NPOLLNBKY / KOHOUIYPALMIO AN HECKONBKIX YCTPOCTB OAHOBPEMEHHO

CoXpaHUTb HaCcTPOIiKK

O6HOBUTL NPOLLNBKY 6€3 NoTepwu TekyLLel KOHGUrypaumm

HACTPOIKA NMPOLUVBKM

OnepaunoHHasa cncrema RutOS (OC Linux Ha ocHoBe OpenWrt)

MoaaepxnBaemble A3bIKK Busybox shell, Lua, C, C++

NHCTpYyMeHTbI pa3paboTku MakeT SDK ¢ npesocTaBneHHol cpesoii coopku

ABTOpcKMe npaBa © 2022, TELTONIKA NETWORKS. TexHunyeckne xapakTepuctvkii U MHGopMaLus, NpuBeAeHHbIe B 3TOM JOKYMeHTe, MOryT 6biTe n3MeHeHbl TELTONIKA NETWORKS 6e3 npegBapvTenbHOro yeegomneHus. 5
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NOCNEAOBATE/IbHBIE MOPTbI

RS232 Pazbem DBY, nonHbIli RS232 (¢ RTS, CTS)
RS485 MonHelli gynnekc RS485 (4 npoBoaa) 1 nonyaynnekc (2 nposoga). 300-115200 604
DyHKLMN KoHconsb, Serial over IP, Mogewm, wnto3 Modbus, NTRIP-kneHT

OTC/TIEXXMBAHUE MECTOIMOJIOXEHNA

GNSS GPS, GLONASS, BeiDou, Galileo n QZSS

KoopavHartel KoopaunHatel GNSS vepes WebUI, SMS, TAVL, RMS

NMEA NMEA 0183

NTRIP Mpotokon NTRIP (CeTesoit TpaHcnopT RTCM uepes VIHTepHeT-npoTokon)

CepBepHoe nporpaMmmHoe

o6ecneyenn MoajepxrBaemMoe cepBepHoe NporpaMmHoe obecriedeHne TAVL, RMS

leonokauma No MObGUNBLHOM

cetn HaCTpaI/IBaeMble HEeCKO/IbKO 30H reosoH

BXO/bl / BbIXOAbI

1 undpposoii Bxog (0-3 B), 1 umdppoBoli ranbBaHNYeckn n30a1poBaHHbI Bxog (0-30 B), 1 aHanoroseii Bxog (0-24 B),

BxoA 1 UMdPOBOI HEN30IMPOBAHHbIV BXOA (Ha 4-KOHTAaKTHOM pasbemMe NUTaHus)

BbixoA 1 unPpoBOI BbIXOA C OTKPbITLIM KonnekTopoM (30 B, 250 MA), 1 peneiiHbiii Bbixog SPST (40 B, 4 A), 1 undpoBoii BbIX0Z C
OTKPbITEIM KoinekTopom (30 B, 300 MA, Ha 4-KOHTaKTHOM pa3beme NUTaHms)

CobbITus SMS, EMAIL, RMS

uUsB

CKOpPOCTb Nepesayn faHHbIX USB 2.0

MpunoxeHns Samba share, USB-to-serial

BHelLHWe ycTpoiicTBa BO3MOXHOCTb MOAK/IOUYEHNS BHELLHEr0 XeCTKOro Ancka, GpneLku, JonoNHNTENbHOro MojemMa, MpuHTepa

PopMathbl XxpaHeHns FAT, FAT32, NTFS

SD CARD

drsnyecknii pasmep Micro SD

MpunoxeHuns Samba share, paclivpeHne namsaTy Ans xpaHeHus, DLNA

BmecTnmocTb [o 64Tb

PopMaTbl XpaHeHUs FAT32, NTFS, ext2, ext3, ext4

SJIEKTPOMUTAHUE

Tun pasbema 4-KOHTaKTHbIV pa3beM NUTaHWs MOCTOAHHOMO TOKa

[lnanasoH BXo4HOro 9 - 30 B nOCTOAHHOrO TOKa 3aLyMTa OT 06paTHOM MOAAPHOCTY; 3aLUMTa OT NepeHanpsxeHns >31 B noctosHHOro Toka 10MKc

HanpsxeHns Makc.

SnekTponuTaHne yepes MaccuBHBbIV POE Yepes 3anacHble napbl. BO3MOXHOCTL BkAtoUeHWst Yepes nopT LAN, HeCOBMeCTUMOCTb CO CTaHAapTamu

Ethernet (NaccuBHbIN) IEEE802.3af, 802.3at 1 802.3bt

MoTpebnsieMas MOLLHOCTb < 2 BT B pexume oxujaHus, < 7 BT makc.

®U3INYECKUE MHTEP®ENCHI (MOPTHI, CBETOAUNOAbI, AHTEHHbI, KHOMKW, CUM)

Ethernet 4 nopta RJ45, 10/100 MéuT/c

2 Bxoja 1 2 BbIxoAa Ha 10-KOHTaKTHOM MPOMBbILLNEHHOM pasbeme, 1 undposoii BXxoa 1 1 uMdpoBoO Bbixo Ha 4-

BX0ALI/Bbix0Ab! KOHTaKTHOM pasbeme NuTaHusa (4ocTynHo ¢ sepcum HW 1600)

1 ABYXL|BETHbI CBETOANOAHbIV MHANKATOP COCTOAHUS MOAKIOYEHNS, 5 CBETOAMOAHBIX MHANKATOPOB CUbI MOAKIHOUYEH NS,

CBETOAMOAbI COCTOSIHNS ? -
4 CBETOAVOAHBIX MHAUKATOPA COCTOSIHUSA TOKAIbHOW CeTW, T CBETOANOAHBIN UHAMKATOP NMUTAHWS

SIM 2 x cnota gnsa SIM-kapT (Mini SIM - 2FF), 1,8 B/ 3 B, BHelHue agepxatenu SIM, eSIM (onunoHanbHo)

ATopckue npaBa © 2022, TELTONIKA NETWORKS. TexHuueckune xapakTepuctuki n nHpopmMaLms, NpuBeAeHHbIE B 3TOM AOKYMEHTE, MOryT 6biTb n3MeHeHbl TELTONIKA NETWORKS 6e3 npeaBaputensHoro ysegomnenvs. 6
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SnekTponuTaHne 4-KOHTaKTHbIV pa3beM MOCTOAHHOrO TOKa

Bxozbl/BbIx04bl 10-KOHTAKTHBbIA MPOMBILLNEHHbIV pa3beM 415 BXOAOB / BbIXO0B

AHTEHHbI 2 x SMA ans LTE, 1 x SMA ana GNNS, 2 x RP-SMA gns pazbeMoB aHTeHHbI Wi-Fi
USB USB-nopT ANs BHELLHWX YCTPOICTB

SD kapTa Cnot ans kapTbl Micro SD

RS232 He3z0 DB9 anst nonHodyHKLMOHanbHoro RS232

RS485 1 X 6-KOHTaKTHbIA MPOMBILLIEHHbIV pasbemM

Cbpoc KHonka cbpoca / nepesarpysku no yMoa4aHuto

PUN3SNYECKNE XAPAKTEPUCTUKWN

Matepuan kopryca

ANOMUHNEBBIN KOpnyc, nnacTtuKoBble NaHenn

Pa3mepbl

1700 x 110 x 50 mm (4, x LLI X B)

Bec

287r

BapI/IaHTbI MOHTaXa

YCNOBUS PABOYEI CPE/bI

DIN-peiika (MOXeT KpenunTbCcs € ABYyX CTOPOH), M10CKas MOBEPXHOCTb

Pabouas TemnepaTypa

OT1-40°Cpo75°C

TEXHUYECKAS CNELUOUKALAA // RUTI55

Pabouasi BNaxxHOCTb OT 10% £0 90% 6e3 KoHAEeHCcaLMN

CTeneHb 3aLMTbl KOpRyca P30

HOPMATWBHbIE 1 TUTMTOBbIE YTBEPXXAEHWA

CE/RED, FCC, IC/ISED, EAC, RCM, PTCRB, RoHS, WEEE, Wi-Fi Alliance CE/RED, FCC, IC, PTCRB, RCM, EAC, CCC, RoHS, WEEE, IP
Hopmatusebl rating, Anatel, GCF, REACH, E-mark, DNV GL, ECE Regulation 118, Morocco ANRT, Thailand NBTC, Ukraine UCRF, SDPPI
(POSTEL), WiFi Certified, Modbus Conformance

Onepatop AT&T, Verizon
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